This letter considers secrecy simultaneous wireless information and power transfer (SWIPT) in full duplex systems. In such a system, full duplex capable base station (FD-BS) is designed to transmit data to one downlink user and concurrently receive data from one uplink user, while one idle user harvests the radio-frequency (RF) signals energy to extend its lifetime. Moreover, to prevent eavesdropping, artificial noise (AN) is exploited by FD-BS to degrade the channel of the idle user, as well as to provide energy supply to the idle user. To maximize the sum of downlink secrecy rate and uplink secrecy rate, we jointly optimize the information covariance matrix, AN covariance matrix and receiver vector, under the constraints of the sum transmission power of FD-BS and the minimum harvested energy of the idle user.
suffer from the self-interference (SI) from transmit antennas to receive antennas. Fortunately, in recent years, many breakthroughs in hardware design for SI cancellation (SIC) techniques [1] have effectively suppressed the SI to the background noise level and thus made FD communications more practicable. Since then, several studies regarding FD technology have been conducted, including the SIC schemes [2] , new designed communication protocols [3] , [4] and system performance optimization [5] [6] [7] .
On the other hand, simultaneous wireless information and power transfer (SWIPT) has emerged as an effective solution for saving the energy. A majority of researches considered the downlink broadcast SWIPT system consisting of a base station (BS) that broadcasts signals to a set of users, which are either scheduled as information decoding receivers (IRs) or energy harvesting receivers (ERs). To prevent eavesdropping, artificial noise (AN) was exploited at the BS to degrade the channel of ERs, as well as to provide energy supply to ERs [8] [9] [10] . However, the works above focused on half-duplex (HD) systems which would give rise to a significant loss in spectral efficiency. Moreover, the uplink security cannot be guaranteed when single antenna uplink users lack the required spatial degrees of freedom to ensure secure communication. Multiple-antenna full duplex capable base station (FD-BS) is a promising solution. With simultaneous transmission and reception, not only the downlink but also the uplink wiretap channel can be concurrently degraded by the AN transmitted by FD-BS. Another advantage is that ERs in FD systems can harvest the energy from both the downlink and uplink signals in each time slot.
Motivated by the discussion above, in this letter, we study the secure transmission in full duplex SWIPT systems. Different from the downlink secrecy rate maximization subject to the uplink secrecy rate constraint in full duplex systems [7] , we maximize the sum of downlink secrecy rate and uplink secrecy rate by jointly optimizing the information covariance matrix, AN covariance matrix and receiver vector. Moreover, the impact of SI and co-channel interference (CCI) is considered. Since the problem is non-convex, the log-exponential reformulation and sequential parametric convex approximation (SPCA) method are used.
II. SYSTEM MODEL AND PROBLEM FORMULATION
We consider a full duplex wireless communications system for SWIPT as illustrated in To avoid the information leakage, artificial noise is utilized at FD-BS to improve the security from physical layer. Denote the transmit signal sent by FD-BS as
where s D ∈ C N T ×1 is the transmitted data vector intended for U D which is a complex Gaussian random vector with zero mean and covariance matrix S 0, i.e., s D ∼ CN (0, S). v ∈ C N T ×1 is the artificial noise vector generated by the FD-BS to combat the curious or even adversarial idle user. Similarly, v ∼ CN (0, V), V 0 . Since the idle user harvests energy from the FD-BS, the artificial noise vector also plays the role of energy vector.
Suppose s U ∼ CN (0, 1) is the data symbol transmitted by uplink user and denote P U as its corresponding transmission power. Then, the information transmitted by uplink user is given as
The signal received by downlink user U D and idle user U I are respectively given by
and
where h D ∈ C N T ×1 and h I ∈ C N T ×1 denote the channel vector from FD-BS to user U D and U I , respectively. g I and g D represent the complex channel coefficient from U U to U I and
are the corresponding background noise at U D and U I , respectively.
After the receiver vector w R , the received signal at FD-BS is given as
where g U ∈ C N R ×1 is the complex channel vector from the FD-BS to uplink user U U and
SI channel from transmit antennas to the receive antennas at FD-BS.
From (2) and (4), the received signal to interference plus noise ratio (SINR) at downlink user U D and FD-BS can be respectively expressed as
The idle user is assumed to process the downlink and uplink signals independently [7] .
Thereby, from (3), the corresponding SINR of the downlink and uplink signals at idle user are respectively given as
and γ
Different from the HD-BS, both downlink and uplink security can be concurrently guaranteed by the AN sent by FD-BS.
The achievable secrecy rates of downlink and uplink channel can be respectively expressed
where
On the other hand, the harvested energy at U I is given by
where 0 < ζ 1 is a constant, denoting the RF energy conversion efficiency of the idle user.
In this letter, we focus on the joint design of transceiver information covariance matrix, AN covariance matrix and receiver vector to maximize the total secure downlink and uplink transmission rate under the sum transmission power constraint at FD-BS and the harvested energy constraint at idle user. Specifically, the problem is formulated as
ζ h
where P BS is the maximum power at the FD-BS and E min is the minimum requirement of the harvested energy at U I .
Notice that the feasible condition of problem P1 is that E min ζ P BS h I 2 2 + P U |g I | 2 [11] . Throughout this letter, we consider the non-trivial case where the optimization problem is feasible. Obviously, problem P1 is a non-convex problem. Therefore, the key idea to solve problem P1 is the reformulation of the objective function.
III. OPTIMIZATION FOR THE SUM OF DOWNLINK AND UPLINK SECRECY RATE
Observe that constraints (12b) and (12c) depend on variables S and V, while constraint w R 2 2 = 1 depends on variable w R . That is, constraints (12b) and (12c) are independent with w R 2 2 = 1. So we can solve problem P1 by first maximizing over w R , and then maximizing over S and V [12] .
Given the fixed S and V, the optimization of problem P1 is equivalent to maximize the uplink rate by finding the optimal receiver vector w R . Considering that the uplink channel is a SIMO channel, the optimal unit receiver vector to maximize the SINR γ U is expressed as [13] 
Then, the uplink SINR at FD-BS is rewritten as
Substituting (14) into (10), R sec U (S, V, w R ) is consequently changed as R sec U (S, V). Then, the problem P1 can be further formulated as follows.
P2
: max
Although we have fixed the receiver vector, the objective function of problem P2 is still complicated and non-convex. It is of importance to transform this problem into a tractable form. Motivated by the log-exponential reformulation idea in [14] , we introduce slack variables {x D , y D , x I , y I , t U , y U } to rewrite the problem P2 as the following P2.1:
The objective function (15a) is equivalently decomposed into the objective function (16a) and the eight constraints of (16b)-(16i). In particular, except for (16f) and (16i), the remaining six constraints will hold with equality at the optimum. If (16b) is not active at the optimality point, one can increase x D with a very small value, which improves the objective value while keeping other constraints unchanged. This contradicts the optimality point assumption. Other constraints can be proved in the same way. In addition, the constraints (16f) and (16i) are to guarantee the non-negative secrecy rates of downlink and uplink, respectively. Hence, problem P2.1 is equivalent to P2.
However, the problem P2.1 is still non-convex due to (16c), (16d) and (16g). In order to solve it efficiently, we resort to an iterative algorithm based on sequential parametric convex approximation (SPCA) method [15] to find an approximate solution. The non-convex parts of these constraints are iteratively linearized to its first-order Tayor expansion.
To show this, let us first tackle the non-convex constraints (16c) and (16d). Suppose that, at by its conservative first order approximation e
. Then, we turn our attention to (16g). From [5] , we know that
is also joint convex with respect to S and V, which is proved by epigraph and Schur complement. For ease of description, let X U = σ
In the same spirit as before, we have
To derive (18), we have used the fact that
Consequently, the convex approximate problem at iteration n is the following problem P2.2 :
This is a convex SDP which can be solved efficiently by off-the-shelf solvers, e.g., CVX [17] .
By solving this problem, we can obtain
as well as the achieved sum secrecy rate u[n]. Detailed steps to solve problem P2 are stated in Algorithm 1. According to [15] , Algorithm 1 converges to a KKT point of problem P2. Detailed proof is presented in Appendix A. It is worth noting that the iterative procedure in Algorithm 1 may return a locally optimal solution to problem P2. Set n := n + 1; In Fig. 2 , the impact of self-interference variance on the achievable sum secrecy rate is presented with E min = 1 mW. As expected, we can see that the performance of our proposed full duplex scheme degrades as σ 2 SI increases, while that of other schemes remain the same. Fig. 3 compares the sum secrecy rate of different schemes versus minimum energy requirement with σ 2 SI = −60 dB. According to Fig. 3 , it is straightforward that the secrecy sum rate decreases as the minimum energy requirement increases. Besides, the performance of our proposed full Proposed full duplex scheme Perfect full duplex scheme Half duplex scheme Fig. 3 . Achievable sum secrecy rate versus minimum energy requirement for different schemes with σ 2 SI = −60 dB. duplex scheme extremely outperforms that of half duplex scheme by 65%, which greatly verifies the superiority of our proposed system.
V. CONCLUSION
This letter has designed a transceiver scheme for secure SWIPT in a full duplex wireless system with one downlink user, one uplink user and one idle user. We have jointly optimized the transmitter covariance matrix and receiver vector to maximize the sum of downlink and uplink secrecy rate subject to the sum transmission power constraint at FD-BS and the harvested energy requirement at the idle user. It has been demonstrated that the proposed full duplex scheme yields a large gain than half duplex scheme in terms of the sum secrecy rate.
APPENDIX A PROOF OF THE CONVERGENCE FOR ALGORITHM 1
In this appendix, we first prove the convergence of Algorithm 1 by adopting the technique from [15] . Let S (n) be the convex set of problem P2.2 at iteration n. For ease of presentation, we define .
From (23) Besides, the value of u[n] is bounded above due to the limited transmission power, and thus it is guaranteed to convergence.
Then, similar with that (19b) has two properties, i.e., (23) and (24) 
